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ABSTRACT

Botnets, whose attack patterns are becoming more sophisticated and diverse, are recognized as one of the most serious
cybersecurity threats today. This paper revisits the experimental results of botnet detection using autoencoder, a
semi-supervised deep learning model, for UGR and CTU-13 data sets. To prepare the input vectors of autoencoder, we
create data points by grouping the NetFlow records into sliding windows based on source IP address and aggregating them
to form features. In particular, we discover a simple power-law; that is the number of data points that have some
flow-degree is proportional to the number of NetFlow records aggregated in them. Moreover, we show that our power-law
fits the real data very well resulting in correlation coefficients of 97% or higher. We also show that this power-law has an
impact on the leaning of autoencoder and, as a result, influences the performance of botnet detection. Furthermore, we
evaluate the performance of autoencoder using the area under the Receiver Operating Characteristic (ROC) curve.
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Table 1. Volume comparison of the NetFlow
records in UGR16 (in thousands)

Table 2. Data separation into training, validation
and testing in CTU-13

Date(2016) Total Botnet Scenario Dataset
Training Set (4] 110M 152 3,4,5,7,10,11,13 Training and validation
July 30(Sat) | this paper | 109M 151 2.6.8.9 Testing
Test Set (4] 105M 152
July 31(Sun) | this paper | 103M 151 Table 3. Distribution of labels (No. of NetFlows)

o]#]3F x| Nguyen et al.(4)e] A}&3
UGR16 dHlolg] Ao Yl ZF29- 752} dx3h= A
o2 A ay B °4:[’"°1W% Hl o]e]
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for each scenario in CTU-13

Scenario Normal Botnet Bot
2 225,336 54,433 Neris
3 744,270 75,891 Rbot
4 336,103 6,472 Rbot
5 37,144 2,129 Virut
6 149,931 5,877 Menti
7 28,2170 293 Sogou
8 530,666 12,063 Murlo
9 386,889 383,219 Neris
10 321,917 322,158 Rbot
11 11,010 277,892 Rbot
13 59,190 21,760 Virut
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Table 5. Volume of the data points that contain
too few flows (less than 10 in this case) are
removed from the CTU-13 dataset (The number
in parentheses is the number of botnet flows)

Total Filtering

train 56,535 25,189
lidati 56,486 25,190
validation (8.334) (1,192)
cost 33,918 17.444
es (8,091) (1,798)
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Fig. 3. The number of data points plots in
CTU-13 data points: Log-log plot of frequency
versus the number of flows per data point(Left:
the train data points, Right: the botnet data
points in the validation dataset)
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Table 7. Area under the curve (AUC) of the
ROC of the UGR16 data points except FPD=1

L 06 ) L0e Validation Test
® o4 Foa # Data 4,958,433 4,784,168
- - points (1,042) (1,035)
b N epoch=50 0.935 0.934
00 02 04 06 08 10 00 02 04 06 03 10 epoch=500 0.973 0.975
1, 4,10t e ater e e e g o} e 39 FPYL € el 505
& 337 o] o]Reld 4 gtk WA mg
50 Fdsk ALq A5 o I £Fe] A 5.04 HTe] FPDE| Z7lell wh sS4 dlofg] =
& g F glon ddEa 55 M S AEZS] AR AR A7t 34 BES ol¥
2 A dlo]E] FQUE BT (.94 o] =& Ax TE 500 ol oE FH3 w9 AP AT o
& Hol= Zlog =gt vt el AHE 7} Slet.
ulo} o] Welel A s AA 2yl dole] UGRI16 dlole] A& o]43 ¥l A% 4g 2
Q9] 16%E 7|EAOR AZslx] Fale A} ol hEt ehFAd-E tha FEs) welch & Al )
e}, =920 $AF Washes e F2 7
Table 7. FPD=12% A|¢Jg A dlo|g] ol £ 72 oo g 7 F74 2 EgEE o
£o) Hel S48 AES ROC AUC @& malth 5 &S Azl 371oss Ad deld A el
Hol wEo] FPD=1% AlSld A3} 13% Axe]  A%F W4 A 47 AAA Ak e olela
2y dold EelES] £4o] HaHT oleld &4 AR A% A5 CTU-13% el o3 714 2yl
o RmEA4)e] Aue &4 16%h was) 2 A Ao B olwme deld EAES A
ol obd Aoz et} a2y Table 7.5 dlole] A& F3 A3 Falst= o] Fasi
E3] ROC AUC A%< Ao ox3 4 500l
A= Table 6.7 v]as)] o] @& Ful dlolg] x4l
ES y8YFedE Bt vsg Ass Helx
gloml oz= 4 5009 AS v =2 Ass
ole AL & 4 otk oE= 507 50004 AE
Rde] 53 g dlole] ZRIEE EH fo2 AR
o] AT HAS Fodd Fig. 5.9 2vh o
HollA HFo] g oxas 509] % FPD7} &

7hebal AL Fghe] 443 %‘7]'—8]"\? AS ®al
o} ol2fd A2 4.14elA ARE FPDe] HW 3

°

Eqow Audr & dold e ) 29
e e AE e 229 40 A4S e Al
Gl ls) A5 Ao A7) wleel ABS) S

Table 6. Area under the curve (AUC) of the
ROC of the filtered UGR16 data points

Validation Test

(4 0.931 0.915
epoch=50 0.911 0.908
epoch=200 0.949 0.946
epoch=500 0.955 0.953
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Flows Per Datapoint(FPD)

Fig. 5. Mean of AE reconstruction error by FPD
for the training data points
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Table 8. Area under the curve

(AUC) of the

ROC of the filtered CTU-13 data points

Table 10. Area under the curve (AUC) of the
ROC of the CTU-13 data points except FPD=1

Validation Test dataset # Data points ROC AUC
ROC AUC 0.897 0.920 Validation 53,795(3,887) 0.879
test 32,299(4,927) 0.832
Table 9. Area under the curve (AUC) of the
ROC for each scenario in the filtered CTU-13 Table 11. Area under the curve (AUC) of the
data points ROC of the CTU-13 data points under-sampled
Seenario 52 6 S8 39 by FPD 10(no. of data point 1,184)
ROC AUC | 0.957 | 0.995 | 0.853 | 0.906 dataset # Data points ROC AUC
Validation 53,795(3,887) 0.920
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